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MARI NE CORPS ORDER 3430. 5A W ERRATUM

From Commandant of the Marine Corps
To: Di stribution List

Subj: POLICY FOR COMWAND AND CONTROL WARFARE (C2W 94

Ref: (a) CJCS MOP 30 of 8 Mar 93 (NOTAL)
(b) CICS MOP 6 of 3 Mar 93 (NOTAL)
(c) DoDDir TS-3600.1 of 21 Dec 92 (NOTAL)
(d) MCO 3900. 15
(e) FMFM 3

Encl: (1) Conmand and Control Warfare Responsibilities
(2) Command and Control Warfare References
(3) Comand and Control Warfare Term nol ogy

1. Purpose. To promrulgate policy, guidance and organi zati ona
rel ati onshi ps for C2W

2. Cancellation. MCO 3430.5.

3. Background

a. Reference (a) promrul gated new policy for Conmand and
Control Warfare (C2W; previously known as Command, Control and
Comuni cati ons Counterneasures (C3CM. It redefines the focus of
C3CM toward warfighting; creating C2W C2Wis the integrated use
of QOperations Security (OPSEC), MIlitary Deception, Psychol ogica
Operations (PSYOP), Electronic Warfare (EW and Physi ca
Destruction, nutually supported by intelligence, to deny
information to, influence, degrade or destroy adversary Comand
and Control (C2) capabilities, while protecting friendly C2
capabilities against such actions. C2Wapplies across the
operational continuumand all levels of conflict. Reference (a)
also clarifies responsibilities for C2CW Chief anbng these
responsibilities are:

(1) Joint C2Wcoordi nati on and support;

(2) Integration of C2Wby the G nCs into operation
pl ans, orders and exerci ses;

(3) Requires the Director of the Defense Intelligence
Agency (DIA) to establish and maintain the Departnment of Defense
(DoD) wide plan and architecture for integrated intelligence
support to C2W and to ensure the Mlitary Intelligence
Integrated Data System Integrated Data Base (MIDS/IDB) is the
DoD standard data base for C2Wintelligence support.
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b. Reference (b) promul gated new policy for Electronic
Warfare (EW. EWis a major functional conponent of C2W EW nay
support other C2 requirenents to collect information, or may,
itself be regarded as a najor action used to directly attack an
eneny’s C2 or the eneny’s C2 forces in general

c. Reference (c) established policy and assi gned
responsibilities for Information Warfare (IW on the battlefield
and integrates physical destruction. D scussion of IWhereinis
at the unclassified |evel

d. Reference (d) established the Conbat Devel opment Process
(CDP) enpl oyed by the Marine Corps to identify, obtain, and
support necessary conbat capabilities.

e. Reference (e) presented the phil osophical underpinning of
Marine Corps Conmand and Control and the fundanental concepts
that govern its application. It is the Marine Corps capstone
doctrinal publication for C2 and provides an overall framework in
which to view CWin Marine Air Gound Task Force (MAGTF)
conbi ned arns operations.

4. Discussion

a. C2Wis the mlitary strategy used by the conmander to
realize the operative effects of IWon the battlefield. [IWis
the use of information in support of national security strategy
to rapidly seize and maintain a decisive advantage by attacking
an adversary’s information infrastructure through exploitation
denial and influence, while protecting friendly information
systems. IWis inplenmented in national mlitary strategy by CW
I Wcan be regarded as an elenment of national military strategy,
while C2Wis the operational and tactical execution of W The
underlying rationale for this strategy evolves fromthe
fol | owi ng:

(1) Comuanders of mlitary forces are dependent on the
tinmely flow and processing of information for the effective
generation and application of conmbat power.

(2) This dependence on C2 and information creates a
vul nerability to counter-C2 for both friendly and adversary
forces. (See Term nol ogy encl osure).

(3) Relative friendly conbat power can be significantly
enhanced by effective CW

b. The integrated enploynent of counter-C2 and C2-protection
is the essence of the C2W strat egy.

2



MCO 3430. 5A
14 Mar 94

(1) Effective counter-C2 can be realized through various
forms of attack. The fundanental approaches to counter-C2 are
destruction, disruption, deception, degradation, and the denia
of information. These approaches generally correlate to the
principle functions within the definition of C2W

(2) Effective C2-protection can be attained through the
same functions as counter-C2 since both are valid for nullifying
adversary counter-C2.

(3) Maximum effectiveness of the C2Wstrategy is
acconpl i shed through the integrated enpl oynent of C2-protection
and counter-C2 with naneuver, firepower, and sustainnent.

c. Intelligence support of C2Wnust function as an
integrated process. This support includes the consolidation
of compartnented and all-source and multi-source intelligence
data, that is essential to operational planning and execution of
both counter-C2 and C2-protection actions. Intelligence
preparation and continuous coordination will include:

(1) Establishnment and mai nt enance of the required
M 1 DS/ 1 DB and ot her applicable intelligence data bases on eneny
C2W and supporting capabilities.

(2) Collection, production, and di ssem nation
capabilities and procedures in support of CW

(3) Adequate all-source feedback of eneny reactions to
c2w

(4) The safeguarding of friendly intelligence
organi zations to ensure they are not msled or disrupted by
friendly C2Wor by adversary reactions to friendly CW

(5) Inproved integration of conpartnmented intelligence
capabilities. This includes the release, with proper authority,
of compartnented intelligence information for use at non-
conpartmented | evel s in support of operational planners and
commanders. Wen conmanders require conpartnmented intelligence
data that cannot be rel eased at non-conpartnented | evels, action
shoul d be taken by the intelligence organi zation and the
commander to provide conpartnented accesses to persons designated
by the conmmander.

d. Commanders in Chief (G nC and Joint Force Conmanders
(JFC) are responsible for joint coordination and executi on of
C2W When the Marine Corps is assigned as a Service conponent of
a joint force, the G nC and the JFC expect Marine Corps forces to
support joint C2Woperations and inpl ement C2W acti ons applicabl e
to Marine Corps forces.
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5. Policy

a. The objective of the Marine Corps C2Wprogramis to
provi de policy, concept, doctrine, training, equipnent
requi renents and procurenent, to the Fleet Marine Force (FM)
toward devel opi ng a MAGTF that can effectively conduct C2W when
assigned to conbatant conmands, fleets, or operating
i ndependently. Specifically:

(1) Headquarters Marine Corps (HQMZ PP&D) will provide
C2W pol i cy and gui dance.

(2) Marine Corps Combat Devel oprment Conmand (MCCDC) wil |
devel op C2W concepts, doctrine, requirenents, training and
educati on.

(3) Marine Corps Systens Command ( MARCORSYSCOV) wil |
devel op, field, and provide for training and nai ntenance of C2W
equi prent .

(4) Commanders will conduct training and operations to
ensure C2Wtactical and procedural expertise.

b. C2Wis a conmmand responsibility. C2Ww Il be integrated
into the conbined arns strategy under the staff cogni zance of the
G3/S-3 to-comply with Marine Corps and joint policy. Conmanders
will initiate and execute a dynam c C2W program C2W concepts
wi |l be enployed in planning exercises and depl oynents to test
C2W r eadi ness, planning and training objectives. C2Wtraining
i ncludes specialized training as well as the indoctrination
pl anni ng, and training required by staffs and commanders.

c. C2Wtraining will be provided at formal schools (e.qg.

The Basi ¢ School, Conmunication Oficers School, Anphi bious
Warfare School, Command and Staff College, School of Advanced
Warfighting, Marine Corps War Col |l ege, Landi ng Force Training
Commands, Navy and Marine Corps Intelligence Training Center, and
the Arned Forces Staff College’ s Joint QW Staff Course). At a
mnimumtraining will include:

(1) Basic C2Wtern nol ogy.

(2) Exanples of topical/potential C2Wthreats.

(3) Marine Corps C2Wcapabilities.

(4) Joint Force C2Wcapabiliti es.

(5) Enploynment of C2Wand C2Wt echni ques.

4



MCO 3430. 5A
14 Mar 94

(6) Integration of the C2Wstrategy w th maneuver
firepower, and sustainment in conbined arns operations within
canpai gn pl ans.

d. Training programs will provide an awareness of the inpact
that both eneny and friendly C2Woperati ons may have throughout
the battle space, and shoul d exercise specific unit and
i ndi vi dual objectives.

e. Commanders wi |l encourage cross-training with other
Services and allies. Cross-training will create a nutua
under standi ng of each Service's and nation’s C2Wcapabilities
provi di ng i nval uabl e experience in the conduct of joint/comnbined
oper ati ons.

f. Conmmanders will identify and report C2Wtrai ni ng
defici enci es beyond the capabilities of their comand to MCCDC

g. Commanders will acconplish all C2Wtraining in accordance
with local, Service, joint and/or host nation policies.

h. Wen assigned as a Service conponent of a joint force,
commanders will provide a trained, qualified, and properly
equi pped C2WCell to the Joint Comrander’s Staff. The C2W Cel |
shoul d be prepared to assist in the planning and execution of
those aspects of joint C2Wand C2W applicable to Marine forces.
The C2W Cell wi Il be conprised of qualified representatives from
each of the warfighting and warfighti ng support disciplines. The
Joint Electronic Warfare Center can assist in staffing the QW
Cell on a tenporary basis. Wen assigned as a JFC, Marine
commanders will maintain a C2W Cell under the staff cognizance of
the J-3, and be prepared to host C2WCel |l (s) from assi gned
forces.

6. Action and Responsibilities. See enclosure (1).

7. References and Term nology. See enclosures (2) and (3)
respectively.
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8. Reserve Applicability. This Oder is applicable to the

Mari ne Corps Reserve.
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COVMVAND AND CONTROL WARFARE RESPONSI BI LI TI ES

1. Headquarters Marine Corps (HQVO)

a. The Deputy Chief of Staff for Plans, Policies and
Operations (DCO'S PP&O) is responsible for providing overall C2W
policy and gui dance. The DO S PP&O

(1) Acts as the Marine Corps representative to the Ofice
of the Secretary of Defense (OSD), the Joint Chiefs of Staff
(JCS)/Joint Staff, the Joint Electronic Warfare Center (JEWD),
the Air Force Information Warfare Center (AFIWC), the other
Services, and other agencies regarding C2Wpolicy matters. Acts
as the primary point of contact for external policy boards and
comrittees which interface with the Secretary of Defense, the
Ofice of the Joint Chiefs of Staff and other military Services
to ensure that Marine Corps C2Wmatters are-considered in joint
and conbi ned actions. Coordinates the assignnent of personnel to
serve as menbers or observers of conm ssions, boards, advisory
groups, or comittees external to the Marine Corps which require
Marine Corps representation on C2Wnatters. Mnitors and
participates in liaison between the mlitary Services, Departnent
of Defense, other national agencies and private industry
i nvol ving the exchange of information pursuant to inproving
Marine Corps C2Wcapabilities.

(2) Exercises principal staff cognizance over nmatters
relating to Marine Corps C2Wpolicy. Coordinates with Deputy
Chief of Staff for Aviation (DO S Avn) for aviation systens and
Assi stant Chief of Staff for Command, Control, Communications,
Computer and Intelligence (ACS C41) for ground and intelligence
systenms that support C2Wactions. Mnitors and revi ews Mari ne
Corps C2W policy, prograns, doctrine, nissions, and concepts of
enmpl oynent. ldentifies to other appropriate HQVC staff agenci es,
t he Conmandi ng General, Marine Corps Conbat Devel opnent Conmand
(CG MCCDC), and the Commander, Marine Corps Systens Conmand
( COMWARCORSYSCOM any policy existing that could adversely inpact
upon C2Wsystens currently fiel ded or under devel opnent.

(3) Participates in the formulation, review, and
evaluation of joint/allied C2W acti ons/ pl ans.

(4) Establishes Marine Corps C2Wobjectives, policies,
and procedures consistent with DOD Directives, Chairmn, Joint
Chi efs of Staff Menorandum of Policy (CICS MOP) 30, and Joint
Publ i cati ons.

(5) Evaluates the Marine Corps C2W posture and the
effectiveness of mmjor Marine Corps Commands’ C2W prograns and
provi des C2W gui dance as required.

ENCLOSURE (1)
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(6) Establishes guidelines for the integration of all
el ements of C2Was conbined arns with fire and maneuver and
sustai nment wit hin canpaign plans for CW

(7) Provides HQMC staff assistance to CG MCCDC to serve
as the HQMC point of contact regarding the identification,
definition, validation, and pronul gati on of Marine Corps CW
requi renents, doctrine, training and education, and other related
areas under CG MCCDC s cogni zance.

(8) Provides the point of contact and HQVC st aff
assi stance for oversight to COMARCORSYSCOM regardi ng resear ch,
devel opnment, and acquisition activities for current and future
Marine Corps C2Wsystens, to include interoperability with other
Service’'s and Nation’s C2W syst ens.

(9) Serves as the HQWMC focal point concerning QW
progranms under COMVARCORSYSCOM devel opnent in support of
pl anni ng, progranmr ng, and budgeting system (PPBS) requirenents.
Coordinates with ACCS C4l in the review of applicable PPBS
docunentati on on C2W systens, providi ng comments and
recomendati ons to CG MCCDC and COMVARCORSYSCOM on t he adequacy
of those programs with respect to approved Marine Corps C2W
requi renents. Coordi nates PPBS docunentation review with DO S
Avn concerning C2W avi ati on systens under COVMARCORSYSCOM
devel opnment and AC/'S C41 concerning ground C2W systens under
COMVARCORSYSCOM devel opnent .

(10) Reviews, in coordination with DS Avn, ACS 41, CG
MCCDC, COVMARCORSYSCOM and ot her agenci es, on docunents dealing
with the requirenent for devel oprment, procurenent, training,
depl oynent, and |life cycle support of Marine Corps C2W systens.

(11) Monitors the operational enploynent of C2W systens.
Coordi nates with DC'S Avn, AC/S 41, and CG MCCDC with respect to
determ ning operational suitability and changes to tactics for
C2W syst ens.

(12) Chairs the C2W Process Action Team ( C2WPAT) .

b. The AC/S C41 is responsible for intelligence, counter-
intelligence, and other related intelligence activities in
support of C2W The AC S 4l

(1) Assists DCS PP&O, DC/'S Avn, and ot her Narine Corps

staff agencies in the preparation of training and prograns
pertinent to intelligence support to CW

ENCLOSURE ( 1)
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(2) Provides threat evaluation of foreign intelligence
and C2W or gani zat i ons.

(3) Provides personnel to serve as nmenbers or observers
of comm ssi ons, boards, advisory groups, or committees external
to the Marine Corps which require representation from C4l on C2W
matters.

(4) Coordinates with COMVARCORSYSCOM for the integration,
mai nt enance, and di ssem nation of the MIDS/IDB for C2W syst ens.
Ensures the MIDS/IDB is the Marine Corps standard for C2W
intelligence support data bases. Provides a nenber to the Marine
Corps MIDS/ I DB Functional Control Board.

(5) Provides personnel to serve as nenbers on the
C2WPAT.

c. The DC/'S Avn will exercise the follow ng C2Wrel at ed
responsi bilities:

(1) Serves as the acquisition sponsor, via the Chief of
Naval Operations (N-88), for Navy C2Wsystens which satisfy the
C2Wrequi renents of Marine Corps aviation.

(2) Coordinates with DO S PP&O, AC/ S C4l and CG MCCDC f or
the initiation of studies concerning Marine Corps aviation CW
capabilities, requirenments, and systens.

(3) Prepares and assists in the review of operational
requi renents and required operational capabilities dealing with
Marine Corps aviation C2W syst ens.

(4) Monitors the operational enploynment of aviation CW
systens to determ ne operational suitability, requirenents for
syst ens upgrades, and changes to tactics. Reviews applicable
PPBS docunentation on aviati on C2W systens and provi des
coment s/ recommendations to DC/S PP&O, AC/ S 41, CG MCCDC, and
COMMARCORSYSCOM on t he adequacy of those prograns with respect to
approved Marine Corps aviation C2ZWrequirenents.

(5) Coordinates with DCS PP&O to provide the foll ow ng:
(a) Aviation personnel to serve as nenbers of
comm ssi ons, boards, advisory panels, or conmttees external to

the Marine Corps which require representation fromDC S Avn on
aviation CCWmatters.

(b) A nmenber to all Study Advisory Committees (SAC),
and ad hoc comm ttees which address aviation C2CW natters.

ENCLOSURE ( 1)
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(6) Reviews aviation C2Wtraining and education standards
for aviation C2ZWtrai ning and, in coordination with DC/'S PP&O,
forwards recomendations to CG MCCDC.

(7) Participates with DC/'S PP& and AC/S C4l in the
formul ation, review, and evaluation of joint/conbined CCW
acti ons/ pl ans.

(8) Coordinates with Commander, Naval Air Systems Conmmand
( COWNAVAI RSYSCOM and COVMARCORSYSCOM t o ensure that adequate C2W
features are incorporated into aviation systens under devel opment.

(9) Coordinates with other HQMC staff agencies, CG
MCCDC, and COVMARCORSYSCOM i n the devel opnment of current and future
requi renents for training devices/sinulators necessary to
acconplish C2Wtraining of aviation personnel who will use
el ectroni c systens.

(10) Provides personnel to serves as nmenbers on the
C2WPAT.

d. The Deputy Chief of Staff for Progranms and Resources (DC/'S
P&R) will exercise the following C2Wrel ated responsibilities:

(1) Directs, coordinates, and supervises Marine Corps
programm ng activities within the framework of the PPBS to
i ncl ude Marine Corps C2Wrequirenents in the Departnent of the
Navy (DON) Program Objective Menorandum ( POV .

(2) Coordinates Marine Corps C2Wrequirenents to
ascertain harnmony with the foll ow ng:

(a) Troop List and Force Structure.
(b) Budget, programr ng, and resource realities.
(c) Defense Planni ng Gui dance.
(d) Unified Commanders’ Integrated Priorities Lists.
(e) Naval /Ot her Services/Joint/QOSD prograns.
(3) Reviews sel ected studies, warganmes, exercises, and

anal yses that pertain to C2Wstructure, weapon system m xes, and
cost effectiveness.

ENCLOSURE ( 1)



MCO 3430. 5A
14 Mar 1994

(4) Ensures HQVC staff application of appropriate
anal ytical disciplines in C2Wand docunentati on, program
devel opnment, and program revi ew.

(5) Represents (from a programmi ng perspective) the
Marine Corps C2W program before external agencies: Departnment of
the Navy, OSD, and the Congress. DCS P& will be assisted in
this effort as necessary by the HQWC staff, CG MCCDC, and
COVIVARCORSYSCOM

e. The Deputy Chief of Staff for Manpower and Reserve
Affairs (DCS M&RA) will perform actions as necessary for nmatters
under his functional responsibility to support Marine Corps CW
forces and m ssions.

f. The Deputy Chief of Staff for Installations and Logistics
(DC/S 1&L) will exercise the following C2Wrel ated responsibilities:

(1) Coordinates with COMVARCORSYSCOM for the life cycle
support of C2Wsystens bei ng devel oped for the Marine Corps.

(2) Provides personnel to serve as nmenbers or observers
of comm ssions, boards, advisory groups, or comittees externa
to the Marine Corps which require representation fromthe DO S
& on C2W matters.

(3) Incorporates, as appropriate for OPSEC, visua
deception, counter-surveillance, and physical security neasures
ininstallations and facilities housing C2W syst ens.

(4) Coordinates with the COMVARCORSYSCOM t o

(a) Devel op and publish OPSEC naterial and design
criteria required to incorporate counter-surveillance neasures
for C2Wsystens install ations.

(b) Establish an OPSEC research and devel opnent
programto produce techni ques, materials and design criteria for
C2Wsysteminstallations that facilitate canmoufl age, visua
deception and counter-surveillance construction

2. The CG MCCDC will exercise the followi ng C2Wrel at ed
responsi bilities:

a. Devel ops, assesses, and publishes C2W operati ona
doctrine, tactics, techniques, studies, concepts, plans,
procedures, and requirenents.

ENCLOSURE ( 1)



MCO 3430. 5A
14 Mar 1994

b. Conducts mission area anal yses for all assigned C2W m ssi on
areas. Formul ates, prograns, and executes the Marine Corps Studies
Program Ensures that C2Wstrategy is included in appropriate
simul ati ons, nodels, and warganes. Identifies changes to C2W
doctrine, training, force structure, and nmaterial. Conducts
| ong-term C2W st udi es and anal yses to identify shortfalls and
requi renents. Ensures C2W I essons | earned and m ssion area
analysis itens enter the concept-based requirements system

c. Develops and effects C2Wconcepts. Exam nes strategies,
operational and tactical C2Wissues, and ensures that the C2W
strategy is integrated into plans, operations and exercises as a
combi ned arm

d. Coordinates with other Services, Unified and Specified
(U&S) Commands, and Allied Commands in devel oping joint and
combi ned C2W doctri ne.

e. Serves as the MAGIF proponent for all warfighting mssion
areas. Serves as force structure proponent for all elenents of
the MAGTF. ldentifies C2Wnission needs of the MAGIF and
establ i shes requirenents for changes to doctrine, training,
organi zati on, and equi prent. Establishes priorities for
acqui sition of C2Wrel ated equi prent through the POM process.

f. Devel ops requirenents and coordi nates the staffing of
Marine Corps requirements docunents and the harnoni zati on of
ot her Service requirenents docunents. CG MCCDC will ensure that
provi sions for adequate C2Wfeatures are incorporated into
requi red docunents for Marine Corps el ectronics systens.

g. Mnitors the progress of COVWARCORSYSCOM i n sati sfying CW
equi pment requirenments. Ensures that C2-protection capabilities
are included in conbat vehicle requirenments docunents.

h. Establishes and ensures C2W doctri ne and concepts are
included in appropriate Marine Corps training prograns. Ensures
that adequate C2Winstruction is included in the courses of
instruction at The Basic School and Marine Corps Service School s
to include | essons provided through the Marine Corps Institute.
CG MCCDC will also identify MIlitary Occupational Specialty (MOXS)
and billet requirenents for C2Winstructors to support those
progranms. Ensures continuous and progressive training for Marine
Cor ps personnel throughout their careers. Ensures that adequate
instruction and formal training in all aspects of C2Ware
incorporated into the curricula and program of instruction of
other Service and joint formal schools.

ENCLOSURE ( 1)



MCO 3430. 5A
14 Mar 1994

i. Reviews Marine Corps requirenents for C2Wtrai ning
equi pment. CG MCCDC will also coordinate with the
COMMVARCORSYSCOM pr ogram managers of C2Wsystens to ensure that
the devel opnent of training aids, devices, and simulators is
included in the basic devel opnent plan for C2Wsystens. CG MCCDC
wi |l then provide assistance during the devel opnent process.
Ensures that adequate C2Wtraining is incorporated into training
and exerci ses conducted by the Marine Corps Air-Gound Conbat
Center ( MCAGCO) .

j. Provides personnel to serve as nenbers on the C2WPAT.

3. The COVMARCORSYSCOM wi | | exercise the following C2Wrel at ed
responsi bilities:

a. Conducts research, devel opnent, and acquisition
activities needed to satisfy requirenents validated by CG MCCDC
for new or upgraded C2W equi pnent.

b. Coordinates with DO/S PP&, AC/S C41 and DC/'S Avn to
ensure that provisions for adequate C2Wfeatures are incorporated
into Marine Corps el ectronic systens under devel oprent.

c. Provides the Marine Corps Service Representative to the
DIA MIDS/1DB Functional Control Board (FCB). Establishes the
Marine Corps MIDS/IDB FCB. Provides the Chair to the Marine
Corps MIDS/| DB FCB.

d. Coordinates with ACS C41, DIA and the joint intelligence
centers for the acquisition, integration, dissen nation, and
mai nt enance of the MIDS/IDB and other C2Wrel ated dat a bases.
Coordinates with ACS C4l to ensure C2Wsystens integrate and use
the MIDS/IDB as the standard for C2Wintelligence support data
bases. Ensures that C2Wsystens using the MIDS/ I DB provide for
M IDS/IDB interoperability between Marine Corps and ot her
Services C2Wsystens by maintaining the D A data base el enents
and data base structure in accordance with the DIA MIDS/ 1 DB FCB
and the Marine Corps MIDS/ | DB FCB.

e. Ensures that conbat vehicle devel opnents incorporate, as
appropriate for OPSEC, visual deception, counter-surveillance,
and physical security neasures in installations and facilities
housi ng C2W systens. Coordinates with DU S I& to provide for
vi sual deception requirenents and life cycle support to C2W
systens bei ng devel oped.
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f. ldentifies and eval uates potentially useful new
technol ogi es, and advi ses CG MCCDC of new or inproved C2W conbat

capabilities that nay be achi evabl e through the exploitation of
those technol ogi es.

g. Provides technical support and other data, as necessary,
to CG MCCDC as input for requirenments docunents.

h. Provides personnel to serve as nmenbers on the C2WPAT.
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COVMVAND AND CONTROL WARFARE REFERENCES
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Joint Warfare of the U S. Arnmed Forces
Dictionary of Mlitary and Associ ated Termnms

Joint Doctrine for Intelligence Support to
Operations

Doctrine for Joint Operations

Joi nt Conmand and Control Warfare (C2W
Operations

El ectronic Warfare in Joint Mlitary
Oper ations

Doctrine for Joint Psychol ogical Operations
Joint Doctrine for Operations Security

Tactical C2 Planning Gui dance and
Procedures for Joint Operations

Doctrine for Joint Operational Deception
Doctrine for Command, Control

Communi cations and Conputers (C4) Systens
Support to Joint Operations

El ectronic Warfare

Conmand and Control Warfare

Operations Security

MIlitary Deception

ENCLOSURE ( 2)



MCO 3430. 5A
14 Mar 1994

3. U.S. Navy Publications

CNO' N64 Space and El ectronic Warfare (SEW Navy
Pol i cy Paper, June 1992

4. U. S. Marine Corps Publications

MCO 3070. 2 Operations Security (OPSEC)

MCO 3120. 8A Policy for the Organization of Fleet
Mari ne Forces for Conbat

MCO 8240. 1 Di rected Energy (DE)

FMFM 3 Command and Contr ol

FMFM 3-1 Command and Staff Action

FMFM 3- 21 Marine Air-Gound Task Force Intelligence
Operations

FMFM 3- 23 Signals Intelligence/ El ectronic Warfare
Operations

FMFM  3-27 Avi ation Intelligence

FMFM  3-54 Operations Security

FMFM  3-55 Tactical Directed Energy

FMFM 3-55-1 Tactical Directed Energy Techni cal
I nf ormati on

FMFM  3-57 EW O ficers Handbook

FMFM  3- 350 Spectrum Managenent in a Joint Environnent

FVFM 7-1 Fire Support Coordination

FMFM  7-12 El ectronic Warfare

FMFM  7-13 MIlitary Deception

FMFM  7-33 Psychol ogi cal Operations

FMFRP 15-5 El ectronic Warfare in Conbi ned Arns
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U.S. Arny Publications
FM 6- 20 Fire Support and the Air/Land Battle
FM 3- 31 Psychol ogi cal Operations
FM 34-1 Intelligence and El ectronic Warfare
Operations
FM 34- 130 Intelligence Preparation of the
Battlefield
U.S. Air Force Publications
AFR 55-50 Command, Control, and Conmuni cations

Count er neasures (C3CM Policy

AFR 700-52 Conpatibility and Interoperability of
Tactical C3 and Intelligence Systens

Conbi ned Publi cations

QSTAG 295 Command and Control of Electronic Warfare
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COVVAND AND CONTROL WARFARE TERM NOLOGY

1. Command and Control (C2). The exercise of authority and
direction by a properly designated conmander over assigned or
attached forces in the acconplishnent of the nmission. C2
functions are performed through an arrangenent of personnel

equi prent, comuni cations, facilities, and procedures enpl oyed by
a commander in planning, directing, coordinating, and controlling
forces and operations in the acconplishnent of the mission

(Joint Pub 1-02)

2. Commander’s Critical Information Requirenents (CCR)
Informati on the commander deens critical to prepare the battle
space and | ead to decisions that generate decisive informtion
that pronpt action, creates or identifies vulnerabilities and
bring about swift victory. CCIR s are also the commander’s too
to focus the C2 organi zation and the C2 support systemto
effectively nanage the processing, flow, and quality of

i nformati on.

3. Command and Control (C2) Organization. C2 organization

i ncludes all commanders, their staffs, and supporting forces;
associ ated force structure and conmand rel ati onshi ps; task
organi zati on; and battl espace organi zation and control. Forces
are structured, trained, and equi pped with the nanpower, weapons,
mobility, sustainnent, and associ ated resources to support known
m ssion requirenents. Forces are task organi zed to support

speci fic mssion requirenents; task organi zation establishes
command authority and responsibilities within the force through
command rel ati onships. The battle space is structured through
st andardi zed techni ques and procedures that enhance control and
i nprove freedom of action, while reducing the demand for

i nformati on.

4. Command and Control Support (C2S). The planned conpl enentary
enmpl oynent of all information rel ated systens, assets, and

associ ated resources such that the fl ow and processi ng of
information is deliberately controlled to advantage i n support of
the MAGTF decision and execution cycle. The C2S concept seeks to
bal ance exploitation of the significant human potential for
abstract reasoning and logic, with the power of automation, to
transport, manipulate, fuse, store and recall information. The
princi pal goal of the C2S concept is to create a conmon
situational awareness that speeds commander’s and key personnel’s
ability to convey and share ideas quickly to enhance unity of
effort and tenpo of operations.
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5. (2SS System An organi zed assenbly of C2S forces or el enents
task organi zed and arrayed to overlay the C2 organi zation with a
C2 support systemthat collects, transports, processes,

di ssem nates, and protects information, as well as supports C2W
actions, essential to the commander and subordinate elements in
the generation and deci sive application of conmbat power. A C2S
systemincludes C2 facilities, decision support, informtion
exchange, surveillance, and C2S control sub-systens. C2S enabl es
command and control w th comruni cations, conputers, surveillance
reconnai ssance, intelligence, interoperability, C2-protection
and counter-C2 operations, their associated resources, and

t echnol ogy.

6. C2S Forces. The personnel, equipnent, facilities,

comruni cations, and procedures involved with reconnai ssance,
surveillance, intelligence, fire support coordination, tactica
air control, electronic warfare, autonmated data processing,
sensor managenent, signals intelligence, deception, space
systens, and other information-related areas. Also called C2S
forces.

7. Command and Control Varfare (CW. The integrated use of
operations security, mlitary deception, psychol ogica

operations, electronic warfare, and physical destruction,
supported by intelligence, to deny information to, influence,
degrade, or destroy adversary command and control capabilities
and to protect friendly conmand and control agai nst such actions.
Al so called C2W There are two divisions within QW

a. Counter-C2. That division of C2Wconpri sing neasures
taken to deny adversary comanders and ot her deci sion-nakers the
ability to cormand and control their forces effectively.

b. C2-Protection. That division of C2W conpri si ng nmeasures
taken to maintain the effectiveness of friendly C2 despite both
adversary and friendly counter-C2 actions. (CJCS MOP 30;
proposed for inclusion in Joint Pub 1-02)

8. C2W Actions. The use of lethal and non-lethal neans to
attack and destroy or degrade eneny C2 while protecting friendly
C2. (C2Wactions include the integrated use of Operations
Security (OPSEC), MIlitary Deception, Psychol ogical Operations
(PSYOP), Electronic Warfare (EW, and physical destruction
mutual Iy supported by intelligence, to deny information to,

i nfl uence, degrade, or destroy adversary comrand and contro
capabilities, while protecting friendly command and contro
capabilities agai nst such actions.
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9. Decisive Information. Cuidance, directives, orders, or any
other type of authoritative information that has been generated
by the commander or his staff. It is the result of processed
information that includes conmand deci sions and/or judgenments of
the commander designed to influence specific actions.

10. Directed Energy. An unbrella termcovering technol ogies
that relate to the production of a beam of concentrated

el ectromagneti c energy or atom c or subatomic particles. Also
called DE. (Joint Pub 1-02)

11. Electronic Warfare. Mlitary action involving: (1) the use
of electromagnetic or directed energy to attack an eneny’ s conbat
capability; (2) protection of friendly conbat capabilities

agai nst undesirable effects of friendly or eneny use of the

el ectromagnetic spectrumwarfare or surveillance of the

el ectromagnetic spectrumfor imediate threat recognition in
support of electronic warfare operations and other tactica
actions such as threat avoi dance, targeting, and homing. Al so
called EW There are three divisions within electronic warfare:
El ectronic Attack (EA), Electronic Protection (EP), and

El ectronic Warfare Support (ES)

a. Electronic Attack. That division of electronic warfare
involving the use of electronagnetic or directed energy to attack
personnel, facilities, and/or equipnment with the intent of
degradi ng, neutralizing, or destroying enemy conbat capability.
Also called EA. EA includes: 1) actions taken to prevent or
reduce an eneny’'s effective use of the el ectronmagnetic spectrum
such as janmm ng and el ectromagneti c deception; 2) enploynment of
weapons that either use el ectronagnetic or directed energy as
their primary destructive mechanism (lasers, particle beans) or
use an eneny source of electronagnetic energy as their primry
nmeans of term nal guidance, for the purpose of damagi ng or
destroyi ng personnel, facilities, or equipnent.

(1) Electromagnetic Jamming. The deliberate radiation
re-radiation, or reflection of el ectronagnetic energy for the
pur pose of preventing or reducing an eneny’s effective use of the
el ectromagnetic spectrum and with the intent of degrading or
neutralizing the eneny’ s conbat capability. As used in this
order, jamm ng includes the use of flares, chaff, and corner
reflectors, since these devices radiate or reflect
el ectromagneti ¢ energy.
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(2) Electromagnetic Deception. The deliberate radiation
re-radiation, alteration, suppression, absorption, denial
enhancement, or reflection of electromagnetic energy in a manner
intended to convey nisleading information to an eneny or to eneny
el ectromagneti c- dependent weapons, thereby degradi ng or
neutralizing the eneny’ s conbat capability. Anpong the types of
el ectromagneti ¢ deception are:

(a) Manipul ative El ectromagnetic Deception. Actions
to elimnate revealing, or convey m sl eading, electromagnetic
telltale indicators that may be used by hostile forces.

(b) Simulative Electromgnetic Deception. Actions to
represent friendly notional or actual capabilities to m sl ead
hostil e forces.

(c) Imtative Electronmagnetic Deception. The
introduction of el ectromagnetic energy into eneny systens that
imtates eneny em ssions.

b. Electronic Protection. That division of electronic
warfare involving actions taken to protect personnel, facilities,
and equi prent fromany effects of friendly or eneny enpl oynment of
el ectronic warfare that degrade, neutralize, or destroy friendly
conbat capability. Also called EP

c. Electronic Warfare Support. That division of electronic
war fare involving actions tasked by, or under direct control of,
an operational commander to search for, intercept, identify, and
| ocate sources of radiated el ectromagnetic energy for the purpose
of imrediate threat recognition. Electronic warfare support
provides information required for i medi ate use by an operationa
commander’ s decisions involving el ectronic warfare operations and
other tactical actions such as threat avoi dance, targeting, and
hom ng. Al so called ES. Electronic warfare support data can be
used to produce signals intelligence (SIGNT), both
comruni cations intelligence (COMNT) and el ectronics intelligence
(ELI NT) (CJCs MOP 6)

12. Enmission Control. The selective and controlled use of

el ectromagnetic, acoustic, or other emtters to optimze comand
and control capabilities while mnimzing, for operations
security (OPSEC), detection by eneny sensors; to mnimze nutua
interference anong friendly systens; and/or to execute a nmilitary
deception plan. Also called EMCON. (Joint Pub 1-02)
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13. Frequency Deconfliction. A systematic nanagenent procedure
to coordinate the use of the electromagnetic spectrum for
operations, conmunications, and intelligence functions.

14. |Inplenmentation of the C2W Strategy. A process which
determnes the requirenents for and develops a plan to integrate
C2W actions into the overall concept of operations.

15. Information. Information is synbols (e.g., nunbers,

| etters, words, graphics, visual imges, sounds, snells, or
physi cal contact) whether they represent sonething concrete or
abstract, that give visualization or convey a thought. A given
synbol, or piece of information, may be neani ngl ess by itself.
However, conbining pieces of information produces ideas or

provi des know edge. Wen ideas are structured into | ogica
patterns they produce concepts or frameworks from which pl ans
formed and, ultimately, information is nanaged. There are
basically two sources of information, original and existing:

a. Oiginal Information Source. Oiginal sources are the
first witnesses to the infornmation, be it a human or automated
observation or the intellectual creation of an idea.

b. Existing Information Source. Existing sources of
information are already stored in sone type of nmedium for
exanmpl e, a book, microform a conputer, or soneone’s brain

16. Information Warfare (U). Information Warfare is the use of
information in support of national security strategy to rapidly
seize and nmaintain a decisive advantage by attacking an
adversary’s information infrastructure through exploitation
denial and influence, while protecting friendly information
systens. Information Warfare is inplenmented in national mlitary
strategy by C2W

17. Managenent of C2 Information. A process aimed at attaining
tinmely critical information to support decision making and

di ssem nation of decisive information to the right place, at the
right time, and in a formthat influences appropriate action

I nformati on managenent is based on principles that govern its
quality and fl ow t hroughout the cycle of collecting,
transporting, processing, dissenm nating, and protecting

i nformati on.
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18. Mlitary Deception. Actions executed to mi slead foreign
deci si on-makers, causing themto derive and accept desired
appreciations of mlitary capabilities, intentions, operations,
or other activities that evoke foreign actions that contribute to
the originator’s objectives. There are three categories of
mlitary deception:

a. Strategic Mlitary Deception. Mlitary deception planned
and executed to result in foreign national policies and actions
whi ch support the originator’s national objectives, policies, and
strategic mlitary plans. (FMFM 7-13)

b. Tactical Mlitary Deception. Mlitary deception planned
and executed by and in support of operational commanders agai nst
the pertinent threat, to result in opposing operational actions
favorable to the originator’s plans and operations. (FMFM 7-13)

c. Departnment/Service MIlitary Deception. Mlitary
deception planned and executed by MIlitary Services about
mlitary systenms, doctrine, tactics, techniques, personnel or
service operations, or other activities to result in foreign
actions which increase or naintain the originator’s capabilities
relative to adversaries. (Joint Pub 1-02)

19. Nondestructive Electronic Warfare. Those EWacti ons, not
i ncl udi ng enpl oynent of Warti me Reserve Mddes (WARM), that deny,
di srupt, or deceive rather than damage or destroy. (CJCS MOP 6)

20. OQperations Security. A process of analyzing friendly
actions attendant to mlitary operations and other activities to:

a. ldentify those actions that can be observed by adversary
intelligence systens.

b. Determne indicators hostile intelligence systenms m ght
obtain that could be interpreted or pieced together to derive
critical information in tinme to be useful to adversaries.

c. Select and execute nmeasures that elimnate or reduce to
an acceptable |evel the vulnerabilities of friendly actions to
adversary exploitation. Also called OPSEC. (Joint Pub 1-02)

21. Signals Intelligence. A category of intelligence
information conprising either individually or in conbination al
comruni cations intelligence, electronics intelligence, and
foreign instrunmentation signals intelligence, however
transmtted. Also called SIG@NT. (Joint Pub 1-02)
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a. Communications Intelligence. Technical and intelligence
information derived fromforeign communi cati ons by other than the
intended recipients. Al so called COMNI. (Joint Pub 1-02)

b. Electronics Intelligence. Technical and intelligence
information derived from foreign non-comruni cati ons
el ectromagneti c radi ati ons enmanating from ot her than nucl ear
detonations or radioactive sources. Also called ELINT. (Joint
Pub 1-02)

c. Foreign Instrunentation Signals Intelligence. Technica
information and intelligence infornmation derived fromthe
intercept of foreign instrunmentation signals by other than the
intended recipients. Note: Foreign instrunmentation signals
include but are not limted to signals fromtelenetry, beaconry,
electronic interrogators, tracking/fusing/armng/firing comrmando
systens, and video data links. Also called FISINT

22. Spectrum Managenent. Pl anning, coordinating, and nanagi ng
joint use of the electromagnetic spectrumthrough operati onal
engi neering, and adm nistrative procedures, with the objective of
enabling electronic systenms to performtheir functions in the

i ntended environnment w thout causing or suffering unacceptable
interference. (CICS MOP 6)
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